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ONPEAEJEHUWS
B HacrosilieM 1OKYyMEHTE HCHOJIb3YKOTCSA CIEAYIOLME TEPMHHBI H HX
onpeneeHus.

ABTOMﬂTHSHpOBaHHaH CHCTeMa — CHCTeMa, cocCTosIIas U3 TepcoHala M

KOMIIJIEKCa CPeACTB aBTOMAaTHU3alliH €ro NeATCIBHOCTH, pealu3ylomias HH(l)OpMa—

IIAOHHYFO TEXHOJIOTHIO BBITTOJHEHUS YCTAHOBICHHBIX QYHKIIHH.

AYTEHTH(bHKa[IHH OTNpPaBUTENS JAHHBIX — IIOATBEPXKICHUE TOTO, YTO OT-
NpaBUTENb NOTYUEHHBIX JAHHLIX COOTBETCTBYET 3aABJIEHHOMY.

Be30nacHoCTh NMEePCOHAJBHBIX AAHHBLIX — COCTOSHUE 3alllMIIEHHOCTH
MepCOHANBHBIX JAHHBIX, XapaKkTepHU3yeMoe CIIOCOOHOCTHIO — TOJIB30BATEIEH,
TeXHHUUYECKUX  CpeJCTB ¥  HMH(QOPMALMOHHBIX  TEXHOJOrWit  obecreynTh
KOH(MHAEHIHAILHOCTD, LEIOCTHOCTL U JIOCTYNHOCTh [EPCOHANIBHBIX JAHHBIX MPU
1x 00padoTke B UHGOPMALIMOHHBIX CHCTEMAX MT€PCOHANIBHBIX JAHHBIX.

BHoMeTpHuecKHe mNepCOHAJAbHBbIE [JaHHbIe — CBEICHUS, KOTOphIE
XapaKTepHU3yIoT (HU3HONOrHYecKrHe 0COOCHHOCTH Ye/IOBEeKa U Ha OCHOBE KOTOPBIX
MOJKHO YCT@HOBMTL €ro JHMYHOCTH, BKIIOYas (ororpaduu, OTMEYATKH NaJlblLIeB,
o6pa3 ceTyaTKM r7ia3a, OCOOEHHOCTH CTPOCHHUS Tela M ApPYIyl MOA0OHYIO
HH(GOpMaLHIO.

BioKknpoBaHMe NEpPCOHANBHBIX [JAaHHBIX — BPEMEHHOE IpeKpalleHune
00paboOTKM TIEpCOHANbHBIX AAHHBIX (3@ HCKIIOYEHHEM CJydaes, eClid ob6paboTka
HeoOXoauMa Ulsl YTOHHEHHSI MEPCOHANBHBIX JaHHBIX ).

Bupyc (KoMIbIOTEPHbBII, NPOrpaMMHBIi) — HCIOMHASMBIH IPOrpaMMHBEIH
KOJ WJIM WHTEpIpeTUpyeMblii HabOp MHCTPYKLUH, obnanaroniui CBOMCTBAMH He-
CaHKIMOHAPOBAHHOIO DACTPOCTPAHCHUA ¥ camoBocrpousseienusa. Co3faHHBIe
NyGIHMKaThl KOMIIBIOTEPHOTO BUPYCa HE BCErla COBIAJAOT ¢ OPUTHHAIOM, HO CO-
XPaHsOT CrI0coOHOCTh K [albHEHIeMY paclpoCTPaHEHHIO W CaMOBOCIPOU3BE/Ie-
HUIO.

Bpexonocnasi nporpamma — riporpaMmma, rpejHasHa4eHHas 11 OCyIIeCTB-
JIeHUs. HEeCAaHKIIMOHMPOBAHHOIO JOCTYyNa ¥ (MIIM) BO3ACHCTBHA HA MEPCOHATBHBIE

AAHHBIC HJIK PECYPChI HHCbOpMElI.[HOHHOﬁ CUCTEMBI NCPCOHAJIBbHBIX NaHHBIX.



BenomoraTteibHble TEXHHYECKHE CpeICTBa H CHCTEMbl — TEXHUYECKHE
CPeACTBa W CHCTEMbI, HE MpeAHa3HaYeHHbIE I nepenavn, o0paboTKKM 1M XpaHEeHMs
EPCOHAIbHBIX JIJAHHBIX, YCTAHABIMBAEMblE COBMECTHO C TE€XHUYECKWMH CpElCT-
BaMM M CHCTEMaMH, IMpeJHa3sHAYEHHBIMU JUlsi 00paboTKU MepCOHATbHbIX JaHHBIX

WIH B TIOMCILICHHAX, B KOTOPBIX YCTaHOBJICHBI HH¢OpMﬁ].H’IOHHBIG CHACTCMBI TICPCO-

HaJIbHBIX JaHHBIX.

loeTyn B omepanuoHHYI cpeiy KoMmmbloTepa (MH(POPMALHOHHOH
CHCTEMbI MepPCOHANBHBLIX JAHHBIX) — TMOJYUeHWE BO3MOXHOCTH 3allycka Ha
BbIMOJIHEHKE IUTATHBIX KOMaH, (YHKIMM, MpOLEIyp ONEpaLMOHHOH CHCTEMBI
(YHMHYTOXXEHWS, KONMPOBaHMS, IIEPEMEIIEHNS W T.01), WCIOJHIEeMBIX (DaiioB
PUKJIAIHBIX [TPOTPAMM.

Joetyn k wH(pOpPMALKHH — BO3MOXHOCTb IMOJTyYeHUs MH(pOpMAIMU U ee WC-
MOJIb30BAHMUSL.

3ak/1a104HOe YCTPOHCTBO — JIEMEHT CPeJICTBA CheMa MH(POPMAlMH, CKPBITHO
BHEZIPSIEMbIN  (3aK/IafbIBaeMblii WM BHOCHMMBIA) B MeCTa BO3MOKHOIO CheMma
UH(pOpPMAIMHX (B TOM YHKCTIE€ B OrpakIeHue, KOHCTPYKLMIO, 000pyJ0BaHKe, TIPEIMETBI
UHTEpBEPA, TPAHCIIOPTHBIE CPENCTBA, A TAKKe B TEXHUYECKUE CPEJICTBA M CHCTEMbI
o0paboTku UHpOpMaLIUH).

3amumaeman uHpopmMauus — UHGOpPMALWMS, SBISIOLIASCS TTPEIMETOM CO0-
CTBEHHOCTH M MOAJeXallas 3allluTe B COOTBETCTBUM C TpeOOBAHMSMM IIPABOBBIX
JOKYMEHTOB WX TpeOOBAHUAMH, YCTaHABIMBAEMBIMK COOCTBEHHMKOM HH(OPMAlIHH.

UaeHTHPHKALHUSA — MPUCBOCHHE CYOBEKTaM M OOBEKTaM JIOCTyIa HIEHTHU-
¢ukaropa W (WIH) CpaBHEeHHE TMPeIbABIIEMOT0 HJIEHTH(UKATOPA C IepPeUHEM
IIPUCBOEHHBIX UASHTU(HUKATOPOB.

UndopmaTuBHBIN CHIHAJ — J/ISKTPHYECKUE CUTHAIBI, aKyCTHHYECKHE, DIIeK-
TPOMAarH|THbIE W APyTHe (H3HYECKHe TIONd, TMO TapaMeTpaM KOTOPEIX MOMKET ObITh
packpbITa KOH(HISHIHATEHAs HH(OpMalHA (MepcoHanbHbIe JaHHble) oOpadarsBaeMas

B HHCbOpMaLI;VIOl{HOI:'l CHUCTEME ITEPCOHANIBHBIX JaHHbLIX.



WUudopmManHOHHBIE TEXHOJIOTMU — TIPOLIECCh, METO/IbI MOMCKa, cOopa, Xpa-
HeHus, 00pabOTKW, NpeNOCTABNEHNUS, PACIPOCTpaHeHUs HMH(pOPMALMKM U CrOCOObI
OCYIIECTBJIEHHUS TAKUX MPOLECCOB U METOJI0B.

Undopmannonnas cHcTeMa NepCcoHaAbHbLIX JAaHubIX (UCIHOAH) -
COBOKYITHOCTh COJepKamuxcA B 0Oa3ax [JaHHBIX IEPCOHAlbHBIX MJaHHBIX U
oOecrieunBarOIuX UX 00pab0TKy HHGOPMALMOHHBIX TEXHOIOTHH U TeXHUYECKHX
CpeJICTB.

HMcnosib3oBaHHe MEepCOHANBHBIX [IAHHBIX — JelicTBui (omepauuu) ¢
MEPCOHAIBHBIMU JTaHHBIMU, COBEpIIAEMble ONEPAaTOpoM B LEJIAX NPUHATHI
PELeHUIl WM COBEpIIEHUS WHBIX JIEWCTBUH, MOPOXKIAIOMAX FOPHIHICCKAC
[OCJIEACTBHS B OTHOLIEHUM CyObeKTa MEepCOHAlIbHbIX JaHHbIX WM APYrHX JIAN
160 MHBIM 00pa30M 3aTpardBalOIIUX MpaBa U CBOOOME! CyObeKTa MEPCOHANBHBIX
OaHHBIX WX APYTUX JIMIL.

McTOYHHK yrpo3bl 6e30nacHOCTH HHPOPMANMH — CYOBEKT [0CTyIa, Mare-
pUATbHBIH 00BEKT WK (U3UYecKoe SBJIEHUE, SBIIIOIIMECs PUYNHON BO3HUKHOBEHMS
yrpo3sl 6e30nacHoCTH HHMOPMALIHUH.

KonTposupyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOPHS, 3aHKUe, HaCThb 3/1aHHs,
MoMelleHye), B KOTOPOM HCKIIFOUEHO HEKOHTPOIMpyeMoe NpeGbIBaHUe MOCTOPOHHMX
JIHLL, A TAK)KE TPAHCTIOPTHBIX, TEXHUUECKHMX U MHBIX MaTepHallbHbIX CPEICTB.

KonpuaeHuHaALHOCTh NEPCOHANBHBIX JAHHBIX — O00s3aTeNbHOE A
COO/IIOICHHS OIEPATOPOM WM MHBIM TONYYHMBIIMM [OCTYIT K NEPCOHAILHBIM JaHHBIM
qmuoM TpeGoBaHHe He JIOMYCKaThb MX pacripocTpaneHHe Oe3 cormachs CyObekTa
MePCOHAIBHBIX JAHHBIX WM HATHYHS HHOTO 3aKOHHOTO OCHOBAHUS.

Me:xkceTeBoii IKpan — JOKAIbHOE (OJHOKOMIIOHEHTHOE) Wi (QYHKIHOHATBHO-
pacripesieNieHHoe  NporpaMMHOe  (IPOrpaMMHO-aIIapaTHoe) CPeCTBO  (KOMIUIEKS),
peaTn3yroliiee KOHTPOITh 3a MH(pOpMaLyeH, NocTynaomiel B MHPOPMAIMOHHYIO CHCTEMY
MepCOHANbHBIX JTAHHBIX ¥ (ATH) BHIXOAALIEH W3 HHPOPMALMOHHOH CUCTEMBI.

Hapymurenb 6€30MaCHOCTH NEPCOHATLHBIX AaAHHBIX — (U3UYECKOe JHIIO,

cnyqaf«'mo WM TIpeIHaMEPEHHO COBEPLIAIOIICE JIeHCTBUS, CIE[ICTBUEM KOTOPBIX SBJISETCS



HapyleHne Oe30MacHOCTH IEePCOHATBHBIX JAHHBIX IPH MX 00paloTKe TeXHUYECKHMH
CPEZCTBaMH B MH(OPMAIIMOHHBIX CUCTEMAX MEPCOHATTBHBIX JJAHHBIX.
HeasromaTusupoBanHasi 00pa0oTka NepCOHAAbHBIX JAHHBIX —

OGpHGOTKa [NIEPCOHAJBHBIX HTaHHBIX, COIEPXKAIUXCA B HH("I})OpMaHHOHH()ﬁ CHUCTEME

TIEPCOHAJIBHBIX ITaHHBIX TH00 W3BJICYEHHBIX H3 TaKoH CHCTEMBI, CHHTACTCA

OCYIJleCTBJ'leHHOI:'I 0e3 HCITOJIb30OBAHHU A CpEICTB aBTOMAaTH3alluHn

(HeaBTOMAaTH3MPOBAHHOM ), €ClIM TaKUe AeWCTBUS C MePCOHATBHBIMU TaHHBIMHU, KaK
UCIIOJIb30BaHUE, YTOYHEHHWE, pPACIpOCTpaHEHHUE, YHHUTOKEHHE TMEPCOHATbHBIX
JIAHHBIX B OTHOLIEHMH Ka&XAOro W3 CyOBEKTOB IEPCOHANBHBIX JIAHHBIX,
OCYLIECTBIISIFOTCS IPU HEMOCPEICTBEHHOM YYaCTHH YEIOBEKA.

HeaexnapupoBaHHble BO3MOMKHOCTH — (YHKIMOHANBHBIE BO3MOXHOCTH
CpelCTB BBLIYUCIMTENLHON TeXHUKH, HE OINMCAHHbIE WIM HE COOTBETCTBYIOLIME
OTMCAHHBIM B JOKYMEHTAIMH, IIPH MCIOJIL30BAHUM KOTOPLIX BO3MOJKHO HapyllIEHHE
KOH(UISHIIMATBHOCTH, JOCTYITHOCTH WJIM LIEJIOCTHOCTH —00pabarthiBaeModl  WH-
dbopmarun.

HecanKHOHHPOBAHHBIA A0CTYN (HECAHKIIMOHHPOBAHHBIE AeHCTBHS) —
JOCTYT K MHGOpPMALMH WIH AeHCTBHS ¢ MH(OpMalUe, Hapyllaionye npaBuia pas-
rpaHHYeHHs JOCTYIIAa C HCHOJIb30BaHMEM INTATHBIX CPENCTB, MNPEIOCTaBIIsieMbIX
UH(MOPMALIHOHHBIMY CHCTEMAMHU MEePCOHANIBHBIX JIaHHBIX.

Hocureabr uudgopMannn — Qusmyeckoe JHIO WIM MaTepHalbHbINA 00BEKT, B
TOM 4KCIIe GUsHIecKoe moe, B KOTOPOM HH(pOpMaLs HaXOIUT CBOE OTpaKeHHe B BUIE
CHMBOJIOB, 00pa30B, CHTHATOB, TEXHUYECKUX PELICHUH H TIPOLIECCOB, KOJIUYECTBEHHBIX
XapaKTEePUCTHK (PU3NICCKUX BEJIHYHH.

O0e3nnyuBaHHE NEPCOHANBHBLIX AAHHBIX — [IGHCTBHUA, B pe3y/bTaTe
KOTOPbIX CTAHOBUTCS HEBO3MOXHBIM 0€3 HCIONBE30BAHUA JIOMOHUTEILHOM
HH(bOpMaIH OTPEICTUTh IPHHALIESKHOCTD [TIEPCOHANBHBIX JaHHBIX KOHKPETHOMY
CyOBeKTY MepcoHaIbHbIX JaHHBIX.

Q0paboTka nmepcoHANBHBIX JAHHBIX — J1I000€ JelicTBUE (Onepalms) UilH
COBOKYITHOCTh JCHUCTBHH (Oorepaliiii), CoBepllacMbIX ¢ HCIOIb30BAHHEM CPeJCTB

aBTOMAaTH3allid WJIH 03 HCIOJb30BaHUS TaKHX CpeIACTB ¢ IEpPCOHAIBHBIMH



TaHHBIMM, BKIOYas cOOp, 3amuch, CHCTEMATH3aAIMK), HAKOIJIeHWE, XpaHEHWeE,
yTOUHeHUe (OOHOBIEHUE, U3MEHEeHUe), U3BJeueHue, MCIOJIb30BaHUe, eperady

(pacmpocTpaHeHnue, MpeaoCTaBlIeHHE, JO0CTYyM), obe3nuuuBaHue, OIOKHUpPOBaAHME,

YOAQJIICHHUE, YHHHUYTOXECHHUE MMEPCOHAJIEHBIX JTaHHBIX.

O6menocTynapie nepcoHabHble AaHHbIe — TMEPCOHAlbHbIE aHHBIE,
JOCTYIl HEOTPAHMYEHHOTO Kpyra JIMII K KOTOPBIM TMPEAOCTaBICH C COryiacus
CY6’LEKT& [IEPCOHATILHBIX JAHHBIX HJIW H4a KOTOphIe B COOTBETCTBHU C
denepanbHBIMH  3aKOHAMH He pacnpocTpaHseTcss TpeOoBaHHe COOJIOIEHUS
KOH(UICHIMATLHOCTH.

Oneparop (nmepcoHaNBHbLIX JAHHBIX) — TOCYJapCTBEHHBI OpraH,
MYHULMIANBHBIN OpraH, Iopuaddeckoe Wik (U3UYecKoe JIMLO, CaAMOCTOSATENBHO
WM COBMECTHO C JPYTHMHM JIHLAMHM OpraHU3yIOLIHME U (MJIM) OCYIIECTBISIOIINE
0OpaboTKy MEepCOHANBHBIX JAHHBIX, @ TaKXKe OIlpejelsiolue Leid o0paboTKu
MEPCOHANBHbIX IaHHBIX, COCTAB IIEPCOHATBHBIX JAHHBIX, MOUIEXKAIUX 00paboTKe,
nencTBUs (omepalun), cCoBepliaemMble C NEPCOHAIbHBIMH JIaHHBIMU.

Texuuuyeckue cpeacTsa HHPOPMAUHOHHOH CHCTEMbl MNEePCOHAJLHBIX
JAHHBIX — CPEICTBA BBIYMCIUTEIBLHOMN TeXHHKH, WHQOPMAILMOHHO-BBIUYUCIUTEIbHbIE
KOMITIIEKChI M CETH, CPE/ICTBA U CHCTEMBI Tlepeiady, mprema u oopabotku I1/1u (cpencrsa
M CHCTEMBI 3BYKO3AITHCH, 3BYKOYCHJICHHd, 3BYKOBOCIIPOHM3BE/ICHHS, II€PErOBOPHbIE H
TEIIEBU3HOHHbBIC YCTPONCTBA, CPECTBA M3TOTOBJICHUA, THPAKUPOBAHUS JOKYMEHTOB U
IPyTHE TeXHHYECKHE CPeICcTBa 00paboTKK peyueBoH, rpaduyeckoll, BUIeo- U OyKBEHHO-
1nhpoBoit MHPOPMALHH), TPOTPAMMHbIE CPE/ICTBA (ONEPalHOHHbIE CHCTEMBbI, CUCTEMEI
yTpaBneHus 0asaMu JaHHBIX U T.I1.), CPEICTBA 3alUThl HHYOPMALMH, TPHMEHSIEMbIE B
MHPOPMALIMOHHbIX CHCTEMAX.

[epexsaT (MHopMAUMH) — HEMPABOMEPHOE TOTy4YeHHE HHGOpMALUH C
MCTIONb30BAHUEM TEXHHMYECKOrO CpEeZCTBa, OCYIIECTBIAIONIEro OOHapyXKeHue,
npueM 1 00paboTKy HHOOPMATHBHBIX CHIHAJIOB.

[lepconanbHble AaHHble — /robas MHGbOpMALKA, OTHOCAIIAACS K MPSMO
WIM KOCBEHHO OIPENENCHHOMY WM OINpe/enseMoMy (U3UYECKOMY JIHLY

(cyOBbeKTY NMepCOHANbHBIX JaHHbIX);



Ilobounble  31€KTPOMATHUTHBIE  HM3Jy4YeHHSI M HABOJAKH  —
3JIEKTPOMArHUTHBIE WM3IYYEHHUsl TeXHUYECKHUX CPeACTB 0OpaGoTKH 3alldIaeMoit
uHpopMalMy, BO3HHKAKOLIME KaKk N00OYHOe SBJAeHWe U  BBI3BAHHBIE
3JIEKTPUYECKUMH CHIHAJIAMM, JeHCTBYIOIMUMHU B UX HJIEKTPUYECKHX U MArHUTHBIX

OEenAX, a TaKyKe JICKTPOMAriuTHBIC HABOAKH STHX CHTHAJIOB Ha TOKOIIPOBOIAINUE

JTAHHH, KOHCTPYKIIHH H LECIIH ITHTaHHA,

Ionurnka CYHCTOTO cTo.1a» —  KOMIIJIEKC OpraHnU3alMOHHbIX
MEpPONPUSITUH, KOHTPONUPYIOUIUX OTCYTCTBUE 3allMChIBaHUS Ha OyMaKHbIe
HOCHUTENH KiIoued u aTpubyToB poctyna (maposieil) U XpaHeHHS HMX BOIU3U
00BEKTOB JlOCTYMA.

IHoab3oBaTe/ b HH(POPMANMOHHON CHCTEMBbI NMEPCOHAIBHLIX JAHHBIX —
JULO, YyudacTByIollee B  (YHKUUOHUPOBAHWU HHPOPMALMOHHOH  CHCTEMEI
[IePCOHAIBHBIX JJaHHBIX UM UCNOJb3YIOLlee pe3ysbTaThl ee QYyHKIUOHUPOBAHUS.

[IpaBujia pasrpaHH4YeHHs J0CTYNA — COBOKYITHOCTh IIPABUII, pPerilaMeHTH-
PYIOIIUX IIpaBa A0CTyIa CyObEKTOB J10CTyIAa K 00BeKTaM J10CTya.

IIporpammHas 3aKJaaKa — KOJ IIPOrpaMMbI, IIpelHaMEepEeHHO BHECEHHEIH B
MpOrpamMMmy C LEeJbI0 OCYLIECTBUTh YTeUKY, H3MEHUTh, OJOKUPOBATH, YHUUTOXKHUTh
HH(OPMALMIO WM YHUYTOXKHTH U MOAU(PHUIUPOBATL MPOrpaMMHOe oOecrieueHue
MH(OPMAIIMOHHOW CHCTeMBl MEePCOHANbHBIX JAAHHBIX U (HJIM) OJIOKUPOBATH AMIa-
parHBIe cpecTBa.

[Iporpammuoe  (mporpaMMHO-MaTeMaTHYeCKOe)  Bo3aeHcTBHE — —
HECAaHKIHOHUPOBAHHOE  BO3[eHCTBHE HA  pecypchl  aBTOMATH3HPOBAHHON
UH(MOPMALIMOHHON CUCTEMBI, OCYLUECTBAAEMOE C HCIIONL30BAHHEM BpEIOHOCHBIX
[IPOTrpaMM.

PackpbiTHe nepcoHalbHBIX JaHHBIX — YMBIIUICHHOE HIH CilydaiHoe
HapylIeHUEe KOHGUICHIMATIBHOCTH TTEPCOHAIbHBIX JaHHBIX.

PacnpocTpanenne mepcoHaNbHBIX JaHHBIX — JCHCTBHA, HAIPaBICHHBIC

Ha pacCKpbBITHE MECPCOHAIBHBIX JAHHBIX HEOMPEACICHHOMY KPYI'Y JIHIL.



Pecype undopmaunonHoli cHCTeMbI — IMEHOBAHHBIN SJIEMEHT CUCTEMHOIO,
TIPUKIIAHOTO WU anrnapaTHoro obecrnievyeHus (GYHKIIMOHUPOBaHUS

HH()OPMAIIHOHHOM CHCTEMBI.
Creunanbnpie KaTeropuM MepCOHANBHBIX JAHHBIX — [EpPCOHATbHBIE

JMaHHBIE, KacaloLHEeCs pacoBOH, HALUMOHAIBHONW MPHHAIIEKHOCTH, TTOJUTHISCKHX

B3TJIA/0B, PETUIHO3HLIX WM (QUIOCOPCKUX yOeKAEHHH, COCTOAHMS 310POBbA 1

MHTUMHOM XU3HU CYOBEKTa NEPCOHATBHBIX TAHHBIX.

Cpeacrsa BBIMHCIHTEILHO TeXHHKH — COBOKYITHOCTE IPOrPAMMHBIX H TeX-
HUYECKUX JJIEMEHTOB CHCcTeM 00pabOTKM IaHHBIX, CIOCOOHBIX (YHKIMOHMPOBATH
CaMOCTOSTE/IBHO U1K B COCTABE JIPYTUX CHCTEM.

Cy6bexT nocryna (cy6hekT) — JIMIO WM MpOLece, AeHCTBUS KOTOPOro per-
JAMEHTHPYHOTCS TIPaBUIIaMU Pa3rpaHUYeHUs! JOCTYIA.

TexHnvecknii KaHAN yTeYKH HH(POPMALMH — COBOKYITHOCTh HOCUTENIS MH-
(opmaimn  (cpezictBa  00paGoOTKM), (U3MYECKOH Cpelbl pacipocTpaHeHHs HH(Op-
MaTHBHOI'O CUTHANA U CPEJICTB, KOTOPBIMU JI00BIBaeTCS 3allyinaeMas HHhopMarus.

Tpaucrpanuunas mnepegaya MNePCOHANBHLIX [AHHBIX — IIepesaya
NEPCOHANBHBIX  JIaHHBIX ~ OMEepaTopoM 4Yepe3 [ocylapCTBEHHYIHO TpaHMIY
Poccuiickoit  Qenepaumm  opraHy  BIAacTH ~ HHOCTPAaHHONO — TIOCYJapCTBa,
(GusryecKoMy UM IOPUINYECKOMY JIUILY HHOCTPAHHOTO TOCYIApCTRA.

¥Yrpo3bl 6€30MacHOCTH NMEePCOHANIBLHBIX JAHHBIX — COBOKYIHOCTE YCJIOBHI U
(paKTOPOB, CO3AIOLIMX OMNACHOCTh HECAHKILMOHMPOBAHHOIO, B TOM YHC/IE CIYYaiHOro,
J0CTyMa K NEePCOHATBLHBIM JaHHBIM, Pe3yIbTaTOM KOTOPOro MOJKET CTaTh YHHUTO)KEHHE,
U3MeHeHHe, GJI0OKMpOBaHue, KOIHPOBAaHHE, PACIIPOCTPAHEHHE TIEPCOHATLHEIX JaHHBIX, a
TAK)Ke WHBIX HECAHKIIMOHUPOBAHHLIX JEHCTBHH MU UX 06paboTKe B HHMOPMALHOHHON

CHUCTEME MEePCOHATLHBIX JaHHBIX.

YHUYTOKEHHEe NepPCOHAJNILHBIX /JaHHBIX — JCHCTBHS, B pe3yJbTaTe
KOTOPBIX CTAaHOBHUTCSA HEBO3MOKHBIM BOCCTAHOBHMTEL COZEpPKAHHE MEPCOHAJIBHBIX
JNaHHBIX B HWH(OPMALMOHHOH CHCTeMe IIepCOHANBHBIX MAHHLIX W (WJIH) B

pe3ynbTare KOTOPLIX YHHYTOXAIOTCH MaTepHalbHble HOCHTEIH IMEepPCOHATbHBIX

JIAHHBIX.
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Yreuka (3amumaemoii) WHMOPMAUMM N0 TEXHUYECKHM KAHAIAM —
HEKOHTPOJIMPYEMO€e PAcTIpOCTPaHEeHHe UH(POPMAIM OT HOCUTENIS 3alliMIiaeMoi uHdop-
MaluK yYepe3 (U3MYECKYIO Cpely A0 TEeXHHYECKOTO CpeICTBa, OCYIIECTBIISIOIIErO
nepexBaT UH(QOpMAaLH.

Ya38uMOCTE — c1a00CTb B CPEJICTBAX 3aAIHTHI, KOTOPYEO MOYKHO MCIIONB30BaTh
A1 HAPYLUEHHA CHCTEMbI HITH COZIepKallieics B Hel HH(pOpPMAaIHH.

IlerocTHOCTL HHGOPMANME — CTIOCOOHOCTH CPEICTBA BEUUCIUTENLHOM TeX-
HUKH WK aBTOMATU3UPOBAHHON CUCTEMBb! 00ECreYUBaTh HEM3MEHHOCTh HH(OPMAIIUH B

YCIIOBHSIX CITyH4aifHOTO W/WIIM NIPeIHaMEPEHHOT0 NCKaKEHUS (paspyLIeHus!).



OBO3HAYEHUSA U COKPALLLEHUSI

ABC — aHTUBHpYCHBIE CpeACTBa

APM - aBromaT13upoBaHHoOe paboyee MecTo

BTCC - BciomorateibHble TEXHUYECKUE CPECTBA U CHCTEMBI
WCI /11 — uHpopMaIMOHHAs CHCTEMA MTEPCOHAIBHBIX TaHHBIX
K3 — koHTponupyemas 30Ha

JIBC — noxanibHas BbIYHCIATEIbHASA CETh

MD — MexceTeBoii 3KpaH

HC/I — HecaHKILIMOHMPOBAHHBIA JOCTYTI

OC — onepanimoHHas cucTema

[1/IH — nepcoHanbHbIe JaHHBIE

[IMB — nporpamMmmMHO-MaTeMaTU4ECKOE BO3AEUCTBHE

[1O — nporpammHoe obecrieyeHue

[TOMHWH — noGo4HbIe 31K TPOMArHUTHBIE W3Ty4YEeHHUs U HABOJIKA
CA3 - cucrema aHain3a 3allMIIEHHOCTH

C3U - cpencrsa 3amuThl HHGOpMALIUKA

C3IT/In — cucrema (moacucTeMa) 3allUThl IEPCOHAIBHBIX JaHHBIX

COB — cuctema 00HapyIKEHHSI BTOPKEHUM
TKY U — rexandeckue KaHasb! yTedKkH HHpopMaLmu

YBII/Is — yrpo3s! 6€3011acHOCTH NEPCOHAIIBHBIX JaHHBIX
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BBEJIEHHUE

Hacrosmas [lomuruka wuH(OpMaimonHoit 6Ge3onacHOCTH (nanee -—
[lomituka) B QenepanbHOM rocyIapCTBEHHOM OHOMIKETHOM 06pa30BATEILHOM
Y4pEXKOCHHH BbICIIEro 00pa3oBaHus «JIOHCKOH TrocylapCTBEHHBIH arpapHbIi
yHUBepcuTeT» (manee no texkcty — OI'BOY BO [ouckoit T'AV), sasasercs
oHLMATIBHBIM J0KYMEHTOM.

[Torntika paspaGoTaHa B COOTBETCTBHH ¢ LEJSIMH, 3aJavyaMH H
NPUHLHIIAMH OOecreyeHHs 6€30MacHOCTH NMePCOHANbHBIX JaHHBIX H3JI0KEHHBIX B
[Tonoxenun uHpopmanuoHHOH Oe3omacHoctH UCIIn ®I'BOY BO J[lonckoi
[AV.

[lonutuka paspabortana B cooTBeTcTBHM ¢ TpeboBanmsaMu PenepalbHOro
sakoHa oT 27 wmrona 2006 r. Ne 152-®3 «O nepcoHambHBIX [OaHHBIX», Ha
OCHOBaHHH:

— Ilpukaz ®CTOK Poccum ot 18 despans 2013 roma Ne 21 «O6
yreepxkaeHun CoctaBa M COAEpKAHWS OPTaHM3ALMOHHBIX W
TEXHUYIECKHUX Mep Mo obecrnevyeHrio 0e30MacHOCTH MePCOHATBHBIX
JaHHBIX Tpu #UX o0O0paboTke B WHPOPMALMOHHBIX CHCTEMAX
MePCOHATBHEIX TAHHBIX»,

— «TunoBeix TpeGoBaHMI 1O opraHuzalud U oOecreueHHIo
¢ynkumonupoBanus  WHUGPOBANEHEIX  (KpUnTorpaguyeckux)
CPENCTB, IIpefHA3HAYeHHBIX [N 3allUThl WHPOPMAIUH, He
cozepxaiiel cBeseHUH, COCTaBNSIONIMX FOCYIapCTBEHHYIO TallHy
B Cllydae M3 HCIONB30BaHUs i oOecrieyeHuss OE30MACHOCTH
MEePCOHANBHBIX JaHHBIX NpU UX 00paboTke B WHGOPMALHOHHBIX
CUcTeMax NepCcoHaJIbHbIX JaHHBIX», YTBEPXKICHHBIX

pykosojacTBoM 8 Llentpa @®CB Poccuu 21.02.2008 r. No 149/6/6-
662.
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B Ilomuruke omnpenenensl TpedoBanus k mepcoHany MCII/IH, crenenb
OTBETCTBEHHOCTHM  [IepCcOoHalla, CTIPYKTypa W  HEOOXOIUMEIH  ypPOBEHbB

3AlIHIIEHHOCTH, craTtyc H JOJDKHOCTHBIE 00s13aHHOCTH COTPYIHHKORB,

OTBETCTBEHHBIX 3a obecriedyenne HeszonacHocTH nepcoHanbHbx AanHbX B UCITAn

®I'bBOY BO Jlouckoit ['AY, Bkmrouas ero (uianagel M 000COOJIeHHBIE

CTPYKTYpHBbIE MOAPA3ACTEHHS..
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1.00mue mosiokeHus
Llenvto HacTosmed [lonuTHkH, sBIAeTcs oObecIedeHHe Ge30MaCHOCTH
00bekToB 3ammutel PI'EOY BO Jonckoit [AY ot Bcex BUIOB yIpO3, BHELTHUX H
BHYTPCHHMX, YMBIIIEHHbIX W HENpeIHAMEPEeHHBIX, MHHUMHU3ALUs yiepba or
BO3MOXHOH peanusanuu yrpos 6ezonacnoctu [1/1u (YBIT/Ix).

besonacHocTs IIEPCOHAIIBHBIX MOAHHBLIX OJOCTHUIrAEeTCs IIyTEM HMCKIOYCHHA

HECAaHKIIMOHHPOBAHHOTO, B TOM YHCNE CIy4aliHOro, JOCTYNA K MepCOHANBHBIM
AAHHBIM, DE3YJIbTaTOM KOTOPOTO MOXET CTaTh YHUUYTOKEHHE, H3IMEHEeHHUe,
0.10KHpOBaHHe, KOTTHPOBaHKE, PACIPOCTPAHEHHE IEPCOHAIBHBIX JAHHBIX, 4 TAKKe
HHBIX HECAHKLIMOHUPOBAHHBIX IEeHCTBHH.

MH(opmalus 1 cBA3aHHBIE C HEil pPecypehl JOMKHBI ObITH JOCTYITHBI IS
aBTOPH30BAHHBIX TOb30BaTeNed. JIOJKHO OCYLIECTBISTHCS CBOEBpEMEHHOE
obHapy>xeHue u pearrposanue Ha YBIT/H.

Jlo/KHO — OCYIECTBNATBCA — NPE/OTBPALEHHe NpeIHAMepeHHBIX  HIIH
CIy4alHbIX, YACTUHBIX MIIM TIOJIHBIX HECAHKIIMOHUPOBAHHLIX MOJM(GUKALNI WK
YHHYTOKEHHS JaHHBIX.

CocraB oObexToB 3amMThl TpescTaBied B «[lepeuHe NepCOHATBHBIX
JaHHbBIX, MOAJIEKALLUX 3aIATE.

Cocras UCII/In noanexamux 3ammre, npencrasied B «[Tepeune MCIT/{u».
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2.00s1acTh 1eHCTBHA
TpeGoBanuss Hactosiieil  ITOJMTHKM — paclpoCTpaHSIOTCS Ha  BCEX

corpyauukos  ®I'BOY BO [loncko#t ['AY, Bxioyas ero ¢uuuansl ¢
000cO0/ICHHbIE ~ CTPYKTypHble  [OJpasjieneHus,  (WITAaTHbIX,  BPEMEHHBIX,
paboTalompX Mo KOHTPaKTy W T.I.), a TaKKe BCEX NpoyuMX Ul (MOApAIYHKH,

ayUTOPBI H T.IL.).
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3.CucTemMa 3aIIMTHI NIEPCOHANBHBIX 12 HHBIX
Cucrema 3ammTel nepcoHambHeIX gauueix (C3ITJ[H), cTpomTes Ha

OCHOBaHHWH:

— Hrorosoro otyera 00 o6cnenosannu UCII/IH;

— Otyera o pesynbTaTtax IIPOBEJEHUS  BHYTPEHHEH MpPOBEpPKH

3aiuThl [T1H Ha GyMaXKHBIX HOCUTEJISX.

— Ilepeuns nepcoHaIbHBIX JaHHBIX, [IOMIEKAIIUX 3aLIUTE;

— Akra knaccuduxaumy HHGOPMALMOHHON CHCTEMBI [TEPCOHANIBHBIX
ITaHHBIX;

— Mopenu yrpos 6e30nacHOCTH MEPCOHATBHBIX [aHHBIX;

— Marpurs ocTyna I10JIb30BaTeNei K 3alMIIaeMbIM
HH(}OpManuOHHBIM pecypcam MCTI/IH;

— PykoBogauux nokymentoB @CTOK u ®CE Poccun.

Ha ocHOBaHHM 3THX JOKyMEHTOB OINpe/esseTcs HeOOXOOHMEIH YpOBeHb
samumeHHocTy I1){n kaxaon UCIIAn ®PI'EOY BO Jlouckoit 'AY. Ha ocHoBannH
aHalu3a aKTyaJdbHBIX Yrpo3 OesomacHoctu [1/lH ommcanHoro B Mojenu yrpos,
AelaeTcs 3aKII04YeHHe 0 HeOOXOAUMOCTH HCIIOIb30BaHUA TEXHHYECKUX CPEACTB U
OpPraHU3allMOHHBIX MEpONpHATHH [ obecmedenus OesomacHoctd [1/]H.
BriOpanHeie HeoOX0AMMbIE MEpPONIpHATHs OTpaxaiorcs B «[lnane MeponpuATHi
o odecrneyeHuIo 3amuThl [1]H».

Ja UCITAn nomxeH ObITh COCTABIECH CIMCOK HCIONb3YEMBIX TEXHHYECKHX
cpeacts 3awuThl (manee - CnHcok), a Tak jKe MporpaMMHOro obecriedeHus
yuacTByrouero B odpadotke [1/1H, Ha Bcex anementax UCITIx:

— APM none3oBatenei;

— CepBepa NpuI0oKeHN;

- CVYBJ;

— I'panuua JIBC;

— KananoB mnepemauu B ceTu o0O0mero mnoab3oBaHus u  (WIH)

MEXIYHApOAHOTr0 0OMeHa, ecitu o HuM nepenarorces [1/1H.
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B sasucumocty ot yposus saumierHocTd MCI1/IH 1 akTyanbHBIX yrpos,

C3I1/I5 MOXKeT BKIIOUATh CIeAYIOLIHE TEXHUYECKHE CPe/ICTBa:

aHTHBHPYCHBIE CpEACTBa A/ pabouMX CTAaHLMH TONb30BaTeNeH U
CEepBEPOB;

cpeacraa MeXXCeTeBOI'0 3KpaHHUPOBaHUA,

cpeicTBa  Kpunrorpapuyeckoil  3alMThl  MHQOPMALHH, NpH

repeaye 3aluiinaeMor HHPOPMAIIUH 110 KaHAIaM CBSI3U.

Tak e B CIHCOK JOMKHBI OBbITh BKIIOUEHBl (QYHKLUHM 3aIIUThI,

obecrnieynBaeMble INTAaTHBIMM cpeacTBamu oOpaborku [1/lH onepaldOHHBIMH

CHUCTCMaMH

(OC), npuknaaseiv IO ¥ creuUalbHBIMH - KOMILIEKCaMH,

peaTH3YIOLIHMHE CPeCTBA 3aIHThl. CIHCOK GYHKIHHA 32Tl MOKET BKITFOHATD:

Criacoxk

MEPOTIPUSATHH

YIIPaBlEHUE ¥ pasTpaHHYIeHHe JIOCTYTa [OTb30BaTeNeH;
perucTpaluio U yHeT AHCTBHH ¢ nHpOopMalHel;

obecrieunBarh 11EIOCTHOCTD JaHHBIX]

POU3BOUTE OOGHAPYKEHUI BTOPIKEHHI.

MCTIONB3YyEeMBIX TEXHHUECKMX CpPEeJCTB OTPaXaercs B «IInane

no oOecrmeueHU0 3aldThl MEepPCOHaIBbHbLIX JAaHHBIXY. Criucok

HUCIIONIBE3YEMBIX CPeICTB NOJIKCH MOJICPXKHUBATHCA B aKTyaJIbHOM COCTOSHHH. HpH

H3MEHEHHH COCTaBa TeXHMUecKux cpencts samutbl wim snemento MCITdH,

COOTBETCTBYIOIIHE W3MEHEHHA OJI2KHBI 66iTh BHeceHbl B CMCOK U YTBEPIKICHDI

pykosonutenem ®IBOY BO  JloHckoi F'AY (mupektopoMm  dunuaina,

060COBIIEHHOr0 CTPYKTYPHOTO TIOPAa3/IeNieHus) WIili JIMLOM, OTBETCTBCHHBIM 34

obecneuenne 3ammTel I1/IH.
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4. Tpe6oBanusi k noacucremam C3IT/In
C3I1/1x BrItOUaeT B ce0si CIeayIOIIUe [101CUCTEMBI:

— YTpaBleHUs NOCTYNOM, PETUCTPALIUH H YUeTa,
— 00€CIEYCHNA UEIOCTHOCTH H HOCTYIIHOCTH,
— AaHTHBHUPYCHOH 3alI[UThI;

— MEKCETEBOI'0 5KPAaHUPOBAHUS

— aHaJM3a 3allUIICHHOCTH;
— 00Hapy»XeHMsl BTOPIKEHHIA;
— KPUITOrpa(U4ecKoi 3aluThI.

IToxcucremer C3I1IH UMerOT pasiuuHbIi QYHKIHUOHAN B 3aBUCUMOCTU OT
knacca WUCILH, ompeneneHHoro B «AkTe kiaccuukauud HHEOOPMALMOHHOMN
CUCTeMBI MEepPCOHANIBHBIX AaHHbIX». CIUCOK COOTBETCTBUSI (DYHKUUH IOJACHCTEM
C3II[Jn knaccy 3alMINEHHOCTH TIPEACTABIEH B TEXHMYECKOM 33JTaHHH IO
CO3JAHMIO CHCTEMbl 3alIUTBl HHQOPMALWAH HHQOPMAIIMOHHOM  CHCTEMEI
[NEePCOHANIBHBIX JTaHHBIX.

IlogcucTeMsl yripaBjieHUs AOCTYIIOM, PErUCTPALIMU U yUueTa

[logcucrema ynpaBlieHUus QOCTYIIOM, PErHCTpallMM H y4HeTa MpeAHasHayeHa
JUIS peanu3aliy CACAyoMNX QyHKIHI:

— HASHTH(HKAIMK W MpPOBEpPKa IOUTMHHOCTH CyOBEKTOB AOCTYMa
npu Bxone B UCI1/H;

— WACHTU(UKALMM TEPMUHAIOB, Y3J0B CETH, KaHaJIOB CBs3H,
BHELIHUX YCTPOWCTB M0 JTOrMYECKUM UMEHAM;

— WAeHTH(UKAIWM MporpaMM, TOMOB, KaTajoros, (aiinoB, 3amucel,
TOJieH 3arnucei Mo UMeHaMm;

— PerucTpauuy BXoja (BbIXOJa) CyOBEKTOB JOCTyMa B cHUCTeMy (M3
CHCTEMBI), W00 perucTpauusi 3arpy3kd W HHULHAIM3AIHUH
OTEpaIMOHHON CUCTEMBI U ee OCTAHOBA.

— PpEerHcTpamMy  TOIMBITOK  JOCTYyNa  NPOrpaMMHBIX  CPeJICTB

(mporpamm, IIPOLIECCOB, 3a4a4, 3aJaHHH) K 3alHILaeMbIM (aiinam;
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— PperucTpaldd MOMBITOK JOCTyNa MpPOrpaMMHBIX CPENCTB K
TepPMHMHA/IaM, KaHajaM CBS3M, [IporpaMmamM, TOMam, KaTajoram,
(paiinam, 3arucam, mMosM 3amuce.

HO,[[CI/ICTEMEI YIpaBI€HUA JOCTYIIOM MOJKET OBITH pealn30BaHa ¢ MOMOIILIO

mTaTHeIX cpeacts oOpadorku [I/IH (onmepallOHHBIX CHCTEM, NPHIOKCHHH W
CYBM). Tak e MoxeT ObITh BHEAPCHO CIELHANBHOE TEXHUYECKOE CPEACTBO HIIH
WX KOMIUIEKC OCYLIECTB/IAKIINAE NOMOJHUTEIbHbBIE MEPEHI M0 ayTeHTHd)HKaLIHH 151
KOHTposto. Hanpumep, IpUMeHEeHUe eJUHBIX XPAHWIWI YUYeTHBIX 3anucei
MoJsib30BaTeNei u perucTpanoHHOM “H(pOpMALIH, HCTIONIE30BaHUE
OMOMETPUYECKMX U TEXHUYECKUX (C MOMOLIBIO MEeKTPOHHBIX MPOIMYCKOB) Mep

ayTeHTUDUKALUUA U JPYyTUX.

IMoncucreMa obecrieueHus 11eJI0CTHOCTH U TOCTYITHOCTH

HOJ],CHCTGM& obecneyeHus [EJOCTHOCTH H [HOCTYIIHOCTH NpedHasHaueHa
s odecrieyeHus 1eNOCTHOCTH U jgoctynmHoctd [IJ[H, mporpaMMHBIX H
anmnapatHelx cpeacts UCIIn PI'bOY BO Jlonckoit I'AY, a Tak e CpelacTB
3aIIUTHI, IPH CITyYalHOM WM HaMepeHHOH MOJU(DUKALIUH.

[Toncucrema peanusyeTcss ¢ IHOMOINBIKO OpPraHU3alldd  Pe3epBHOIO
KOmUpoBaHusi oOpabarpiBaeMbIX JaHHBIX, @ TaK XKe pe3epBUPOBAHHEM KIIOUEBBIX
anemenTos MCIT/H.

[logcucTeMa aHTUBHPYCHOM 3aLIUTHI

[TopcucTeMa aHTHBHUPYCHOM 3alIMTHI TMpedHa3sHadeHa i oOecnedeHHs
aHTUBHMPYCHON 3ammTel cepBepoB 1 APM nons3osareneit UCI1Ia ®I'BOY BO
Honckoit 'AY.

CpenctBa aHTUBHPYCHOM 3allUThl [pEeIHA3HA4YEeHbl JUIL pealu3aliy
CJIEAYIOUIMX QYHKIIWH:
— Pe3WJeHTHBIH aHTUBUPYCHBI MOHUTOPUHT;
— QAHTUBUPYCHOE CKAaHUPOBAHUE;

—  CKpHIT-0JIOKUPOBaHUE;



20

— LEHTPaIM30BaHHYIO/yIalIeHHYIO YCTaHOBKY/Je UHCTAJLISIIMIO
AHTUBMPYCHOIO  NIPOJAYKTA, HACTPOMKY, aJMUHHUCTPHUpPOBAHHE,
MPOCMOTP OTYETOB H CTATHCTHYECKOH HHGoOpMauuu 1o pabdore
MIPOJYKTa,;

— aBTOMAaTHU3MPOBaHHOE 0OHOBIEHHE AHTHBUPYCHBIX 0as3;

— OrpaHHUY€HHE IIpaB NOJb30BaTE/Id Ha OCTAHOBKY MCIIOJIHAEMBIX

3a7au M H3MEHEHHs] HACTPOEK AHTHBHPYCHOTO IIPOrPAMMHOTO

obecrieyeHus;

— aBTOMATHYeCKHUM 3amyCK cpa3y Iocie 3arpy3kd ONepaluOHHON

CHCTCMEIL.

[loxcucrema peanusyercst myTeM BHEAPEHHs CIIELHAIbHOTO aHTHBHPYCHOTO

nporpamMMHoro obdecrneydenus Ha Bee aneMeHTol UCITJIH.

IloncucremMa MEKCETEBOTO SKpaHUPOBAHMS

[Toncucrema MexceTeBOro 3KpaHUPOBaHHS [IpelHA3HAYECHA IS peaTr3aliu
caeayromux GyHKIuii:

— (QuibTpauMu OTKpbITOro M 3amudpoBaHHOro (3akpsitoro) IP-
Tpaduka;

— (bUKcalUU BO BHYTPEHHUX KypHallaX HHPOPMaLUHU O IIPOXOAsLIeM
OTKPBITOM H 3aKkpbITOM [P-Tpaduxe;

— HACHTH(HUKALWH 1 ayTeHTHU)HUKALUIO aZIMHHHCTpATopa
MEXKCETEBOI0 9KpaHa IIpH €ro JOKAIbHBIX 3alpocax Ha JOCTYI;

— perucrpaunyd BxoAa (BbIX0JAa) aIMHUHHCTpaTOpa MEXKCETEBOIO
3KpaHa B cUCcTEMY (K3 CHCTEMBI) TMOO0 3arpy3Ky U MHUIIMATA3ALHHA
CHCTEMBI U €€ POrpaMMHOTO OCTaHOBA;

— KOHTpPOJIA LIEJIOCTHOCTH CBOEH NMpOrpaMMHON U MH(OPMAIMOHHON
4acTH;

— (unbTpanMu TMaKeToB CIYKEOHBIX MPOTOKOJIOB, CIyXaIIMX st

OUArHOCTUKH U YITpaBJIeHUs! paboToM! CeTeBhIX YCTPOMCTB;
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-

— OQUIBTPALMM ¢ YYETOM BXOJHOTO W BBIXOJIHOI'O CETEBOTrO
uHTepdetica KaK CpejicTBO MPOBEPKU TMOAJUHHOCTH CETEBBIX
alpecos;

— PEruCTpalMu M ydera 3anpalliBacMbIX CEPBHCOB IMPUKIAIHOTO
YPOBHS;

— OJoKHpOBaHHSA JAOCTyIla HEHMACHTU(PULUMPOBAHHOTO 0OBEKTA HIH
CyOBbeKTa, MOITMHHOCTS KOTOpOro TMpH ayTeHTHGHKALHMKA He
MOATBEPIMIACH, METOAAMHU, YCTOHIHBBIMH K [IEPEXBATY;

— KOHTpOJIS 32 CETEBOH AKTHBHOCTBIO MPHIOKEHUH U 0OHAPYKEeHHS
CEeTEeBBIX aTaK.

IToncucrema peanusyercs BHEJIPEHHEM [IPOTpPaMMHO-arapaTHbIX
KOMITJIEKCOB MEXCETEBOr0 3KpaHupoBanus Ha rparuile JIBC, knaccom He Huxke 4.

IloncucTeMa aHalM3a 3alUIIEHHOCTH

IToncucTema aHann3a 3aLIMINEHHOCTH, HNO/DKHA 06ECIIeYUBATH BBISBIEHUS
YS3BHUMOCTEH, CBA3aHHBIX C OIIMOKAMH B koHpurypauun IO MCII/IH, koTopkie
MOTYT ObITb HCIOIb30BAHbI HAPYIIUTEIEM /ISl Peali3aljii aTaky Ha CUCTEMY.

DyHKUMOHAT MOJICHCTEMbl MOXET ObITh peann3oBaH IIPOrPAMMHBIMU U
MTPOrpaMMHO-annapaTHbIMK CPEICTBAMM.

[loacucrema 06HEIDVH(E HUS BTOPKEHU N

Iloncuerema obHapykeHHs BTOp)KeHMi, T0KHA 06ECTIeYnBaTh BhISBICHHE
CercBbIX arak Ha oaneMeHTel MCII[IH nogkimoveHHble K ceTSM  06IIEro
TN0JIb30BaHKsA U (M) MEXKIYHAPOIHOTO 0OMEeHa.

QyHKLUMOHAT MOACUCTEMbI MOXeT ObITH Peanu30BaH NPOrPAMMHBIMH U

NPOrpaMMHO-arNapaTHbIMK CPEICTBAMH.
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[loacucTema KpUnTorpadUyecKoi 3aIuThl

Iloxcncrema kpunrorpadnyeckoit 3aiuThl MpeIHA3HAYSHA TSl UCKTIOUeHUS
HCJI x 3amuwmaemoit unpopmauun 8 UCTI/In ®TBOY BO Jlokckoii TAY, IIpH ee
epefain 1o KaHanaM CBs3M ceTei oOmero mMomb30BaHWS W (WIIH)
MEXIYHapOoJIHOTO 0OMeHa.

Iloncucrema peanusyeTcs BHeIPEHHS KPHITOrpadUIecKHX [pOTpaMMHO-

alllIapaTHBIX KOMIIJIEKCOB.



S.Moas3oBaTenn UCIIn
B TlonoxeHun uHPOPMALMOHHON Ge30MaCHOCTH OIpeIeIeHbl OCHOBHEIE

Kareropud mnojb3oBaTesedl. Ha OCHOBaHMM O3THX KaTeropuM [JOJKHa OBITh
npouspeneHa Ttunmusauus mnonan3osarenenn MCII[IH, ompeaeneH uX ypoBeHb
JIOCTYIIa H BO3MOKHOCTH.

B UCITJx ®TI'BOY BO J[lonckoii TAY MOXHO BLIIENHTH CIeIYIOIINE
rpyMNIibl MOJIB30BaTENEN, yYaCTBYOIMUX B 00paboTke 1 xpaneHuu [1JIH:

— Anmunuctpartopa UCIT/H;
— AnMuHHCTparopa 0e30MacHOCTH;
— Onepatopa APM,;

Jlanuble 0 rpynmax — oJb3oBaTeNsX, YpOBHE HMX  AOCTyna H
HH(OPMHPOBAHHOCTH 0/KEH ObITh OTpaKeH B Matpuile [0CTyma moib3oBaTenei
K 3aIlMILaeMbIM HH(OPMALIHOHHBIM PECYPCOB.

Anmunncrparop UCTI/TH
Anmvunncrparop HWCIIH, cotpyanuk ®IBOY BO [lonckoit ['AY,

OTBETCTBEHHbIH 3a HacTpoiky, BHeapeHwe u comnposoxzaeHue HWCII/IH.
OGecnieunBaeT QyHKIMOHUPOBaHUE ToncucTeMsl ynpasienus noctymom UCTI/(x
U YIOJHOMOYEH OCYIIECTBIATh NPEOOCTaBJIECHWE W pasrpaHUYEHHE OOCTyIIa
KoHedHoro mnosb3oBatens (Onepatopa APM) k 3neMeHTam  XpaHAIIKM
MIEPCOHAIbHBIE TaHHbIE.
Anmunuctparop HCIIIH ofnamaer cremyrommMm ypoBHEM JocTyna H
3HAHHUM:
— ofnamaer monHOH WHQpOpPMaNUed O CHCTEMHOM U TIPUKIALHOM
nporpaMmHoM obecnieyenun UCII1/1H;
— oOnagaer moJaHOW WHMOpMAalUell O TeXHUYECKUX CPeJCTBax H
koHpurypauuu UCIT/H;
— HMeeT MOOCTYNl KO BCEM TeXHMYECKUM CpejcTBaM 00padoTKu

uHpopmauuu ¥ ganusiM UCTT/IH;
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obranaeT rnpaBamMu KOH(QUIYpUPOBAHMS ¥ aiAMHHMCTPATUBHOM

HaCTpOMKK TexHu4ecknx cpencts MCIT/Ix.

AJIMHHUCTPATOD 0Ee301MacHOCTH

Anmunncrparop 6eszonactoctu, cotpynruk  ®IBOY BO ouckoii TAY,

OTBeTCTBEHHbIM 3a (yHxkumonuposanue C3II/[H, BKmoYas oOCIyKMBaHHE H

HACTPOMKY aIMUHUCTPATUBHOM, CEPBEPHOM U KIMEHTCKOI KOMITOHEHT.

AnvunucTparop Ge30macHOCTH 061aaeT CIENYIONMM YPOBHEM JIOCTYIIA U

3HAHUM:

obnanaet npaBamu Axmunuctpatopa UCIT/1x;

obnanaer nonuoi undopmanuei 06 MCITIx;

UMEET JOCTyn K CpeAcTBaM  3alluThl HMHGOpMaUMH U
IIPOTOKOJUPOBAHUA U K 4acTh KmoyeBblX aneMeHToB MCIT/IH;

HE HMECT IpdaB O0CTyIla K KOHEl]HT’ypHpOBaHHIO TeEXHHYCCKHX

CPEACTB CETH 3a HCKIIIOIECHHUEM KOHTPOJIbHBIX (HHCHGKHHOHHI:[X).

AnmuHuCcTpaTop 6€30MacHOCTH YIIOJHOMOYEH:

peann30BbIBaTh TOJMTHKM O€3011aCHOCTH B YacTH HACTPOMKH
CK3H, mexceTeBbIX 3KpaHOB M CHUCTEM OOHApYXeHHs aTak, B
COOTBETCTBMM C KOTOPBIMH IMoOJbk30BaTens (Omnepatop APM)
10JTy4aeT BO3MOXHOCTL paboTaTs ¢ snemeHTamMu UCTT/H;
OCYIIECTBIIATEL AYAUT CPECTB 3aLIHTHI;

Oneparop APM

Omnepatop ~ APM, corpyanuk ®PI'BOY BO  Jlonckoit ['AY,

ocyuecTBistouni odpadorky I1J[H. Ob6pabotka [1/l1 BKIIOYAET: BO3MOKHOCTD

npocmotpa 111, pyunoi sBox [1/11 B cucremy UCIIH, dopmupoBaHue cripaBok

M OoT4eToB Mo wuHpopmauuu, noxydeHHod wu3z WCIIJ. Onepatop He uHmeer

MOJTHOMOYHIA TS YTIpaBlieHUs mojcucTeMamu odpabotku ganuerx u C3I1/1H.

Omeparop UCII/In o6nagaet cneayiomyM ypoBHEM NOCTYIIA H 3HAHHM:
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— o0namaer BceMHM HEOOXOAMMBIMH  aTpuOyTamu  (HampuMmep,

mapojieM),  0o0eclneyMBaIOIMMH  JOCTYI K  HEKOTOpOMY

noamHoskecty [1/1H;
— pacrnoJjaracTt KOH(le]eH[IHaJ'IbeIMH JaHHBIMH, K KOTOPBIM HMECT

AOCTYIIL.



6.TpeboBanus Kk nepconaay no obecnevennio samursl [1Iu
Bee corpynnukn  ®I'BOY BO  Jlonckoit T[AY, seustomuecs

nonb3oparensvu  MCII[IH, [OMKHBI 4YeTKO 3HATh M CTPOrO  BBLINOMHATH

YCTaHOBJICHHBIC NIPABH/Ia U 003aHHOCTH 110 JOCTYIY K 3allUIaeMbIM 0ObEKTaM H
COOIOZIEHUIO TIPHUHATOrO pexxnma GezonacHoctu [1]1H.

Ilpu BCTyIICHHM B JOKHOCTb HOBOTO COTPYIHHKA HENOCPENCTBEHHBIN
Ha4aJbHUK NOJpa3/eNieHus, B KOTOPOE OH IOCTyIaeT, 00sM3aH OPraHu30BaTh €ro
O3HaKOMJICHHE C MOJDKHOCTHOW MHCTPYKLMEH U HeoOXOJHUMEBIMH IOKYMEHTAMH,
pernamMeHTUPYIOIUMHI TpedoBanus no 3amuTe [T/1H, a Takke 0GyyeHHe HABBLIKAM
BBIIIOJTHEHHUS TIPOLIELYDP, HEOOXOAUMBIX I CAHKIIMOHUPOBAHHOTO HCITOIB30BAHUS
NCTT/x.

CoTpyaHuKk m0/mKeH OBITH O3HAKOMJIEH CO CBEJSHHSMHM HACTOSIIEN
[MonuTuku, npuHATHIX npouenyp pabots ¢ amementamu MCTT/IH u C3I1/1H.

Cotpynnukn @I'BOY BO [loHckoit [AY, uCMONE3yIoMe TeXHUYECKHE
cpeacTna ayTeHTU(pUKaL U, JOJIKHBI obecrieuuBaTh COXPaHHOCTh
MACHTH(UKATOPOB (3IEKTPOHHBIX KItoueil) u He momyckate HCJI x HUM, a Tak xe
BO3MOXHOCTb MX YTepU WIIM UCIOJbL30BAHMS TpPeTbHMM JulaMu. llonb3oBatenu
HECYT MEPCOHATbHYIO OTBETCTBEHHOCTh 34 COXPAHHOCTh HEHTH(DHKATOPOB.

Cotpynuukn @®I'BOY BO [louckoii T'AY  HOMKHBL  CJIeHOBAaTh
YCTAHOBJIEHHBIM TMpoLeAypaMm Moaaep:kaHus pexuma OesonacHoctu I1[n npu
BLIOOpE M MCIIO/NB30BAHWM MApoJied (€CIH He HCMOJb3YIOTCA TEeXHHYECKHE
Cpe/ACTBa ayTeHTUQUKALIHH).

Corpyanuku @OI'BOY BO Jlonckoit ['AYV nomxHbl obecrneyuBaTh
HaJIeXKally o 3alIuTy 000pyl0BaHHUs, OCTaBIAEeMOro 6e3 MpUcMOTpa, OCOOEHHO B
TeX clydasx, Korjaa B TOMEINEHHe HMEIOT [JOCTYN IOCTOPOHHWE JHia. Bce
TIOJIE30BATeNH JOJUKHBEI 3HATh TpedosaHHs mo OesomacHoctr [1/{n u nporexypsr
3alIMTEl  0DOpYJAOBaHMA, OCTABJIEHHOrO ©0e3 TMPUCMOTpPa, a TaKKE CBOM

00s13aHHOCTH 110 00ecIieueHHIO TAKOH 3a1UTHI.
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CoTpyaHHKam 3arperiaeTcs ycTaHABIMBATH MOCTOPOHHEE TMPOrpaMMHOE
obecrieyeHHe, TMOAKIIOYATh JIUYHBIE MOOHUIIBHBIE YCTPOHCTBA M HOCHTENH
HH(OPMALIHH, a TaK K€ 3aIUChIBATh HA HUX 3alUIIaeMyI0 HH(OPMALIHIO,

CoTpyanukam sanpewaercs pasrnamars 3alIUIIaeMyl0  HH()OPMAIHIO,

KOTOpas CTalla MM uU3BeCTHa INpH paboTe ¢ HH(POPMAIMOHHBIMA CHCTEMAMH

PI'BOY BO JoHckoii TAY, TpeTsum mumam.
[Tpu paGore ¢ I1In 8 UCII[lH corpyaruku ®I'EOY BO Jonckoit TAVY

00s13aHBI  0DECHICYHTh OTCYTCTBHE BO3MOXKHOCTH npocmoTpa IIJ[H TpeTbuMuU
THLaMu ¢ MOHUTOPOB APM niu tepmunanos.

[Tpu saBepmenun pabots: ¢ UCI/In corpyaruky o6si3ans! 3amututs APM
HITH TEPMHUHAIIB! € TIOMOIIBIO OIOKMPOBKH KJTFOUOM HIIM 9KBUBANEHTHOTO CPEJICTBA
KOHTPOJIA, Harpumep, AOCTYIIOM MO MApOJI0, €CNM He MCIONL3YIoTes 6Golee
CHJIBHBIE CPE/ICTBA 3allUTHI.

Cotpyanukn  ®I'BOY BO  Jlowckoit T[AV NOJKHBI  OBITH
MPOHH(OPMHPOBaHbl 06 yrposax HapyIeHHs pexxuma OezonacuHoctd I1J[H u
OTBETCTBCHHOCTH 3a €ro HapylieHue. OHHU JO/KHBI OBITH O3HAKOMJICHBI C
YTBEPKACHHOW  (OpMasbHOM  MpoUenypoil  HaJOKeHUs JAUCLMITTHHAPHEIX
B3BICKAHNH Ha COTPYNHHMKOB, KOTOpEIE HApYWUIUTHM MpPUHSTHIE NOJUTHKY H
npouenypsl 6e3omacuoctr [1)1H.

Cotpynnuku oGs3anbl 6e3 npoMesieH s coo6marh 060 Beex HabJ01aeMBIX
HIX TIOAO3PUTENbHBIX Cydasx paGorer MCII[JH, mMorymux mosneus 3a coboii
yrpossl OesonacHoctit IIJlH, a TakKe ©O BbLISBICHHBIX HMH COOBITHSAX,
3aTparuBarolinX OesonacHocts [1JIH, pyKOBOACTBY NOApasneIeHHs M JIUILY,

OTBEHAIOLIEMY 332 HEME/JIEHHOE pearnpoBaHKe Ha yrpo3sl 6e3onacHoctu [1/1H.

HoxHocTHLIE 06513aHHOCTH NOabL30BaTenei UCIIIn
JomkHocTuble  oOsi3aHHOCTH — nonb3oBatenein  MCIIIH  omucadel B

CIIeYIOUINX TOKYMEHTAaXx:
— HWucrpykums agmunuctparopa MCIT/Ix;

— MWHcTpykims anmubuctparopa 6ezonacioctn UCTT/TH;
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— HWuerpykuns nonssosarens UCI1/Ix;

— MHeTpykums monb3oBaTens NpY BO3HHKHOBEHHH BHEIITATHBIX

CUTyaLHUii;

Oreercreennocts corpyanuxos UCIIIu PI'BOY BO Hdonckoii TAY

B coorserctrim co ct. 24 MdenepanbHOro 3akona Poccuiickoii Penepaunn
oT 27 urons 2006 r. No 152-®3 «O mepcoHaNBbHBIX JaHHLIXY TTUIIa, BHHOBHBIE B
HapylIeHu TpeOOBaHUN JaHHOTO MenepanbHOrO 3aK0HA, HECYT TPa)kIaHCKYIO,
YTOJIOBHYFO, aJIMUHHCTPATUBHYIO, AMCUMILUIMHAPHYIO U HHYIO MPEeLyCMOTPEHHYIO
3aKoHoOJarenbcTBOM Poccuiickoii @enepanuui OTBETCTBEHHOCTD.,

HeiicTBytolee 3akoHOaTeNLCTBO PM [M03BONAET NPEIBSBIATL TPEGOBAHHS
no obecriedernio Ge3omnacHoi paGoTel ¢ 3a(UIIAEMOlt HHOpMalHeR
MpeflycMaTpuBaeT OTBETCTBEHHOCTh 334 HApyIIEHHE YCTAHOBJIEHHBIX IpaBHII
sxcrtyarauny OBM u cucTeM, HenpaBOMepHEIH JOCTYI K HHPOPMALHH, €CITH 3TH
JSHCTBHS NPHBENH K yHHUTOKEHHIO, GJI0KHPOBAHHIO, MOAHbUKALHE HHDOPMALIHH
WU HapyleHuto pabotel OBM wnu cereit (ctatbu 272,273 u 274 YK PO).

Anmvunuctparop MCII[lH u  agMuHHCTpaTop 6E€30TMACHOCTH  HECYT
OTBETCTBEHHOCTb 32 BCe JE€MCTBHS, COBEPLICHHBIE OT HMEHH HX YYETHBIX 3arucei
WIK  CHCTEMHBIX  YYETHbIX  3allUCeH, ecnd  He  JokKa3aH  (akr
HECaHKIIMOHUPOBAHHOTO UCIIONL30BAHHS YHETHBIX 3alIHCE.

Ilpn mapymenmsax corpyauukamu POIBOY BO Jlonckoit [AY -
none3osarened UCII/{n npasun, cessanneix ¢ 6esonacHocthro [1J[H, oHM HECYT
OTBeTCTBEHHOCTD, YCTaHOBIICHHYIO ACHCTBYIOLIMM 3aKOHOaTeIbCTBOM
Poccuiickoit @eneparun.

IlpuBenennslie Bhie TpeGOBaHHMsA HOPMATHBHBIX JOKYMEHTOB 10 3alllUTE
MH(OPMalMK NO/KHBl ObITh OTpaxeHbl B [lOMOMEHHMAX O MOIPA3IETCHAAX
®I'bOY BO Jlonckoit 'AY, ocywecrsnsroumx obpadorky I1/ln B UCII[du n

AOJDKHOCTHBIX HHCTPYKUUAX coTpyaHukoB ®I'EOY BO Jlonckoit 'AY.



29

Heobxoxumo Buectn B Ilonoxkenus o nompasgenenusx ®IBOY BO
Honckoit I'AY, ocymectsmsionnx o6paborky I B MCIIJIH cBexenus o6
OTBETCTBEHHOCTH MX pYKOBOJAMTENel U COTPYAHMKOB 3a pasrialleHde |
HECAaHKLIMOHUPOBAHHYIO MOAM(DUKALUIO (McKaxeHne, (anscudpukammio) [1/1H, a

TaKXKE 3a HENMpaBOMEPHOE BMEIIATEILCTBO B IMPOLECChl UX aBTOMaTH?quOBaHHOﬁ

00paboTKH.
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7.CIHCOK MCNOJIL30BAHHBLIX HCTOYHHKOB
OcHOBHBIMH HOPMATHBHO-NIPABOBLIMH H MeTOAHYEeCKHUMH

NOKYMEeHTaMH, Ha KOTOpbIX 6a3upyercsa HacTosgmasn [loauTnka, ABasioTCs:
®enepanbupiit 3akon or 27.07.2006 1. Ne 152-03 «O nepcoHaNbHBIX

naHHelx» (nanee — ®3 «O MepCcOHANBHBIX NaHHBIX»), YCTaHABIIMBAIOLIMH

OCHOBHBIE MpUHUMNBL ¥ ycioBus o6paGotku TIJH, mpasa, 00s3aHHOCTH H

OTBETCTBEHHOCTD YIaCTHHKOB OTHOLUEHHHH, CBA3AHHBIX ¢ ob6paboTkoi IT/1H.

«TpeGoBanHusA K 3alldTe MEPCOHANBHBIX J@HHBIX Npu UX 0OpaboTke B
MHOOPMAIMOHHBIX ~ CACTeMax  MEPCOHANBHBIX  JIAHHBIX»,  YTBEPKIEHHOE

[MocranosnenueM [Tpasurensctsa PO ot 01.11.2012 . Ne 1119.

«[Tonoxenne 00 0COOeHHOCTAX OOpaOOTKHM TIEPCOHANBHBIX [IaHHBIX,
OCYIIECTB/IsieMON 6€3 HMCIONb30BAHUA CPEACTB aBTOMATH3aIUN», YTBEPKIAECHHOE

[Toctanosnennem [Ipasutensctsa PO ot 15.09.2008 r. Ne 687.

«TpeboBanus K  MaTepHalbHbIM  HOCHTEIAM  OHOMETPHYECKUX
MepcoHaJbHBIX JAHHBIX W TCXHOJOTHAM XpaHCHHs TaKMX [IaHHBIX BHE
uHGOPMALIMOHHBIX ~ CHUCTEM  IIEPCOHANBHBIX  AAHHBIX»,  YTBEPXK/ACHHBIC

[Mocranosnenvem Ipasutenscta PP ot 06.07.2008 r. Ne 512.

HopmaTnsHo-MeTomMueckine  TOKyMeHTBI  ®DeaepanbHOH ciyk0bl 110
TEXHMYECKOMY M OJKCIepTHOMy KoHTpomo Poccuiickoit Denepauuu (nanee -

®CTIK Poccun) no obecredenuto Oesonactoctd I1H npu ux obpaboTke B
NCITIn:

BazoBasi Mozeib yrpo3 Oe30MacHOCTH IMEPCOHANBHBIX MaHHBIX TIpH HUX

06paboTke B MH()OPMAINOHHBIX CHCTEMaX MEPCOHANBHBIX AAHHBIX, YTB. 3am.

pextopa ®CTAK Poccuu 15.02.08 r.
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MerToaunka onpenenerus akTyalbHbIX yrpo3 O€30I1aCHOCTH MEPCOHAJIBHBIX
JaHHBIX TP HX 00paboTke B HH(MOPMALMOHHBIX CHCTEMaxX MePCOHANBHBIX

JlaHHBIX, YTB. 3aM. pektopa @PCTIK Poccuu 15.02.08 r.

IMpukaz PCTOK Poccuu Ne 21 or 18 despams 2013 roma  «O6
YTBEPKIAECHUH Cocrapa u ColepXaHus OpraHU3alMOHHBIX U TEXHUYECKUX MED IO
obecrnievyenuto 0e30MACHOCTH TMEPCOHANBHBIX [aHHBIX TMpU uX 00paborke B

HH(I)OPM&H,HOHHLIX CUCTEMAX MEPCOHAIBHBIX JaHHBIX).

[Mpukaz @enepancHoit cinyxObl 6e3onacHocTH Poccuiickoit denepanun or
10 wmrons 2014 r. N 378 «O6 yreepxaenun CoctaBa # COJepKaHUSA
OPraHM3alMOHHBLIX W TEeXHHUYeCKUX Mep 1o obecredeHHI0 Oe30MacHOCTH
MepPCOHANBHBIX JaHHBIX NpU UX 00paboTke B WH(POPMALMOHHBIX CHCTEMaxX
MepPCOHANBHBIX JAHHBIX C UCIIONb30BAHWEM CPe/ICTB KPUNTOrpaduuecKoi 3aIiuThl
HH(OPMALIUU, HEOOXOAMMBIX JAJIS BbINOJIHEHUS YCTAHOBIEHHEBIX [IpaBuTenbcTBOM
Poccuiickoit @epepauuud TpeOOBAHUM K 3alIUTE IEPCOHATBHBIX MNAHHBIX IS

Ka’kJJ0r0 U3 yPOBHEH 3alUIIEHHOCTI).

/ P.B. XapueHko
HauanpHuk YnpaBleHUs KaIpoB .{‘.f{[ P



